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COMMUNICATKM SYSTEM MCmTECTUBE 
AND OPERATIHO METHODOI.6Y 
PROVIDING A VIRTUAI. NElGHBOUmiOOD NETWORK 

This invftfiiion rewes, in geneiai. to a comnmnication system architacture and 
associated operating metttodoiosy that prc»^ a vjrtuai neiohboumood networfc 
The present invention is pwticutarty, txjt not axdusively. appeeatHe to a 
point-to-mid^'nt wuBSne envinonriwnt in wtiich a home-gateway both lntwfBc»s to 
10 a remote service provioer through a decficM oommunication rasounce and the 
home-gateway provides a disthbution poirA fbr )n-house "out-statior^. such as 
computer terminals and control apparatus. 

gumnwfyormgPnpTAO 

15 The demand for inf6mrjati<m access has resi*ed in the devatapment of 
telecommunication systems that now support broadband data conrwnunication ov^ 
existkig wiraiine connections oftginai^ deployed to support narrowband 
communication between subscriber terminais. As wiH be understood, the 
requirement for information access from society, in general, places ever-increasing 

20 strain on the abibty of system designefs and, indeed, parttcular transport media to 
support adtfitional tralflc. Moraover, there is geneml^ some requiremertt during 
system deployment to make an assessment of bandvndth raquirBments and to 
provision or assign bandwidth for each communication. Typlcaly. the demsid fbr 
bandwidth fluctumes with time and with respect to subscribe, and so systems 

25 designers and subscriber are left to resolve such issues as: i) whether a ammm 
guaranteed level of service is acceptable; whetho* netwwK access denial (tnrou^ 
blocidng) is acceptable; m) whether under utiisation of available commur«5ation 
resources is acceptabte in order to support peiioda of high demand; and iv) ¥^ 
the cost (generally the financial cost) associated with providing a particular service. 

30 
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Recent davetoprrwnts mi bro»«>and cofimjotatton pitj^^ Uroadbend data 
to to overtaid on top erf (and isoiated ftom) naiwMwid voice or jntegrated servic© 
digital notwortc (ISDN) traffic m this way. spam tpactrum (La. apaw frequenqf 
channefs} or a twisted copper-pair communication resource can be i^aised ta 

5 support broadband access systems in a di^8utoeri>erinaCxPSL)envir^^ 
In this respect, and depending i4»on tha complnd^ c# the xDSL coding scheme, 
overlaid broadband systems can support data rales in excess oflwo MegatMts per 
second (2MDp»). anhough ttila rate is dependent upon the length of the twisted 
copper-pairs. To date. xDSL modem technoiov itm enabled the transmission of 

10 digitai infdnnation at duplex rates from 144Wips to over 2Mbpa over the local 
subscriber loop consisting of unshielded «MstBd pair cables. 

tt is. of course, possible to consider providing dM copper peMr connections 
between an exchange and every temiinal In a cusioiMr a^. Clearly, such a user- 
is dedicated resource archttacture provides high intagrtty finks, but this Is 
accomplished at the expense of having to provide considerable amounts of 
infrastructure and having to expend considerBble e«ort in deploying the systera 
indeed, every copper pair could actuaity utilise an xOSL protocol with dedicaiad 
pairs of xDSU modems. However, as will be understood, if the Hr*s are assigned 
20 principally for mternet Protocol (IP) usage, tienihe bursty nature of such data tr^ 
iTieans that the individual xDSL linltt wiB carry very itae traffic for mu^ 

Currant HDSL systems typically t^iiise baseband ma (transmission) codes, such as 
2B1Q. over one to three twisted c^jper-pairs (i.e. a poim-to-point connactlon basis 

25 using multiple drops) between an xDSL modem associated with a subscriber and a 
corresponding modem m the exchange, m a muRipto pair scenario. HDSL emf^ 
an inverse rr>u}tiplexing technique (which can also bo applied to a single logical 
ATM connection across multiple physical anka) ban«a»n the various pairs. It shot*! 
to recognised that these systems utilise muRiplB adjacent point-tD^xHrn inks to a 

30 single end-subscritor. 
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tt is proposed that next generstion xOSL d»¥iQM in tto horn wil be incorporsled 
into a 'Home-gateway', whicrt wi tamintm lha xOSt ootmection over the access 
networK and vvM distraxite the content tolHom wm Mveen dKienam terminal 
5 devices in the home over a home netiwoik. Sueh a heme networtcriu^iae^^^ 
miess (RF) or optical. 

The rapid growth in multNnedia content on the inamei (e.g. the unprecedenied 
growth in MP3 audio), the massive growth in customer connection to the Ir^emet. 

10 and the scale of recent industiy meigefs (aimad at exploiting the tmemet lor 
multirnedia deljvery to the home) are ai indKationa of the importance of breads 
access technology. Indeed, in North America at ttie end of 1999, in excess of sol 
hundred thousand (eook) xOSL inee had MMn aiployed, with these numbers 
rapidly accelerating. In fact, xPSt dapioymem pf qiaaio n s in North Amertca sugj^ 

15 mat these wiH exceed two-and-a-half mMon oawiactions by the end of 2000. 
Moreover, with increasingly versatBe nwttimBdia coolant «Nailabie via the Intemet, 
there is a Murrtng of me tradftionai boundaries between diflierent delivery channels 
(e.g. UHF transmissions for TV. CDs and cMsettes for music and the teiephome 
W\e for teief^omes) and their a ssoc iated terminal device, tncraasjr^ly, the content 

20 deliverBd over the standard teiephome network {using xOSL technology) is aimed at 
the PC, the TV. the Hi-Fi Stereo system or the telaphome. However, for practical 
large scale deployments of xOSL, customers a» ^^ifcai^ fim^ to less than 
2Mbps downstream and 2S6kps upstream. The upstream bandwidth m particular 
may be Smiting for some applications. The bandwidth limtotion of a single pracdcai 

25 DSL ir^ is therefore a key issue \t\ the growing demand for multimedia services to 
the home, and the ability to offer b«idwidlh beyond this limit wil be a highly 
desrabie capability for a sen^ica provider. 

Inespective of the service capabilities of xDSl in the wirsfine domain, enhancement 
30 development of conrnmication technologies driven by internet eccess 


Onduding e-commerce) requiremefto and high tmoMm applicalioiw, 6.9. video- 
on-demand, are likeiy evantualy to PM|uim tttt aigfmm inUa the op6cai domain of 
nstvrarks now employinQ copper drop*. Coo«Kiuently. anf ntennadiate 
deveiopments in xDSU deploymem stntoglBa should ideaKy bear such migrBlioo 
5 nquirwnents in mind and provide • ptetfbnn that on act as an a^unct to (uture 
optkaiiy-based systems. 

guifirrwYofgwmvgmiQn 

According to a first aspect of the present invention tm is communication ^fstem 
10 Gompfising a core netMorK coupled over muitipie isdatod conneciiorm to a plurBlity 
of distribution gateways each providing nefejw* access capac^ 10 iocal data 
devices serviceable thereby, at least some of the plyrefity of 0i8tr«)u^ gateways 
Intereonnected through communicaSon rwources and wherein said tmerconnected 
distrtojtion gateways each includes: comroi lunctenai^ ananged to admin»ter 
15 access to the core network through securing network access capac^ using the 
interconnected distribution gateways via at Ibm^ one of tne nuitiple isoiated 
connections. 

The control funcfcnality preferably opersrtes aocohSrM) to at le^ one of: a 
20 bandwidth-drtven requirement; and a fwjfc-driven basis to secure access 10 the 
network. Alternatively, bandwidth could be provisioned by an operator. 

The control functionality preferably includes a prioritoilsalion function *iat secures a 
guaranteed minirmjm bandwidth for communication with the core network fbr its 
25 assodaled data equipment, such as supported IV an associ^ LAN. 

At least some of the isolated connections may be point-«j-p<^ connecttons 
supporting digital subscriber line communications. 
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Eacft distribution gateway typically indudM nmm lor encryptino communlcalions 
twtwaen its associated UAN and Iba cow nalwo^ «W8l»y to protect access to 
communications routed via an inwmwSate dMMon gc^w^ to the core 
net^tforfc. 

5 

TDe communication system may further indude an inlannediata node coupled to 
me core networK via an opticaJ fibre, the intermedMe node indudino: am opfic^ 
transceiver lOr converting op&cai oomrounlcnioRs ifft> eiectnc^ impuisas; and a 
transceiver coupled to a plurafity of disbtweon points, whereby the piuiaMy of 
10 distrtbution points acquire access to the core netiiiorKvw the opt^ 

In a prefBTTBd embodiment, the oommurtication system fttftner comprises a Hfrig 
centre coupled to the core n^wodc. the bMng cam cor^gured to generate and 
record varying levete Of Charges for access to •» com neiworK in response to use 
15 by a distft>ution gateway of direct and indM paths beM«en the disti«>iAion 
gaieway and the core networtc 

m a second aspect of the present invention there is provided a virtual 
neighbourhood networK compriang a piuralty of iniaroonnecied distribution 

20 gateways each providing networtc access capaci^ 10 associated dalaewa^ 
a combined communication resource, at least some of the piura^ of 
interconnected (teuibution gatewi^s coupled, in use, to a core networtc through an 
isolated connection and wherein each of said mteiBonnected distribution g^eways 
has: control functionality arranged to administef broadband access to the core 

25 network through securing a share of the corabiiiedofimmunication resource. 

In a particular embodiment, the cor^ ftwciionalty provides a rtwting lunctioft for 
broadband communications b^*«en a pkirai^ of inierconnected c&rtribution 
gateways. 
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in arwther aspect of the presern invention them is a fMM^ 
access to a core n^sA^ coupiad o¥W fmiMpie isoMad canm 
distrflxition gateways each provicSng natMmrk aocass capacity la associat»j data 
equipment, the method comprisins: jmerconnecting at ISBst some of the plupaliy of 
5 dtetriDution to provide communicatiQn paths tiafiMMen; and admrwiterng 
access to the core network for one of sma i m s reonn eLio U gateways ttiiough 
securing networtc aooees capaciQr usjiig at ls«t ena of the fnuRjple isioiated 
connectiQns indhiscsy accessiue lo saia one or said intercwinectact gatewsiye via 
an Bttermediatt gateway. 

10 

in a further aspect of the present invention fiaia ia provided a home-gat^vay 
providing natwocK access, in use. to at ieaA one of an associatBd loccil area 
network and an associattd data deMoa. ttia dMMIen^painl conrMKrtat^ in m 
isast one other home-gateway na^ access to a oara networtc via a first Violated 
15 connection, the home-gateway comprising: oontm functionary arranged to 
administer access to the core n^wori( through secynng n^worK access a^aciiy 
through the first isolated connection. 

The home-gateway is generaBy fbrthsr connectaUa. In use, to the com rt^work 
20 through a second isolated connect and wherein the corMfurK:tkxi8ii|^ 

arranged to administer access to the cora neMortcthraugh securing network acc^ 
capacity through the first isolated oormeciion and thaseeond isofatad conrie(:tio^ 

In yet a further aspect of the present invert inaia is provided a ccmputer 
25 program product for a home-g^away mat contiats lifoadband connection to a cor« 
network over isolated communicatkm rasources, the oomputar program iproduct 
comprising: code that artsitrates interconnecgon of the hfome-gateway with at least 
one further hom&>gatew3y connectalale to the core neiwofk; and code mat diracts 
the home gateway to administer access to the core network for the home siateway 
30 thmugh securing a share in networtc access capacity provided t>y the isoiated 
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communication resources associatad *itn ixrth ttw homft^teway and the at loast 
one further home^teway: wherain tha codas raeida in a computar raadaWe 
medium. 

5 In yet anottier aspect of the present irwwition tfiapt is a method of ganeiBting a 
(4)arge against a sut>8crit>erobtaininQ two^^ 

isciatfid connections betwveen a piuraitty of irttfcenneclBd distraxition 9at»ways 
each supporting da» equipment, me supeafDar Daing Mated with a particular 
distriPutkin gateway, and vimerein ttie method can^^ 
10 of subscrlPer Charge for t)ro8dl)and access to the caienet<*«^ 

by the suDscritw of djrect and mdtoct isolaM connections bet^ifeen theft- 
associated distribution gateway and the ooib MCii«^ arid r^ 
level of Charge In a database for subsequent billing pii^»ose6. 

IS In stil yet another aspect of the present InvonSon tfwre is provided a compuiw 
pitjgram product generating a charge against a subscriwr obtairwg browftsand 
access to a core networtc through isoisM connections between a pwa«y of 
interconnected distribirtion gateways able to support data communication devices, 
the subscriber being affiliated with a partioiar distnbution gateway, the compute 

20 program product comprising: code that genera a varying level of subscriber 
charge for broadband access to the core netwoilt in response to use by the 
subscriber of direct and inoirea Isolated connections between their associated 
distribution gateway and the core neiworK: and code ih«6 records the varying level 
of charge in a database for subsequent biling purposes; wherein the codes residB 

25 in a computer readable medium. 

in sti yet another aspect of the present invention there is provided a network 
control equ^Hnent responsive to rnultipte isolatBd connections to a pMrai^ 
gateways each providing network access capacity to local data devices senri^^ 
30 thereby, at least some of the plursdity of horne-flateways Interconnected through 
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communicaticsn resource* and wTWBin said intercomiBcted homo-g^ew^ ©ach 
secure networtc accewi via multipit isolate connaclions, the nrtwoik control 
aqu^nt composing: a consoSdrton functioii mngad to direet dawwlream 
infonriation packets to a data device associaMd wi^ 
5 a dtrect isolated connectUin and an indirect diwct iti*^ 
home-gatsway. 

Tlie consosdaaon itinction may I* oparaWB riai^ 

on the multiple isolated connections. 

10 

Tbe consolidation lUnction may be oparaUe tmiitm «9art to traffic using 
the indirect isolated connection. 

in stil yet a further aspect of the piB8«it invaito iWTB is provided a 
15 communicating data padcets b^M*aen a network that is coupled to a pluiaity of 
distfftMtion gateways through multiple isotaied connections, each of the pkiraifV of 
(fistritxjtion gateways providing neiwoiK acoaas capacity to local data devices 
serviceable thereby, at least some of the piurrtty of distribi^ gateways 
interconnected through communication feschjrcas and ¥4wBin said interconnected 
20 distribution gateways secure network access via nMMpie Isolatsd connections, the 
method con^xfcing: sending data packets between a4«B device, assodrted with a 
firet distrfcution gateway, and the network In an un-anctypted fbnn across a direct 
isotetefl connectton existing between the n^w)ik and the dtetr*^^ 
sending encrypted data packets between the d^ device and the network across 
25 an indirect isolated connection extaUng between the network and a second 
distribution gateway interconnected to the first oismtiiin gateway. 

m anomer aspect of the invention there is provided a method of generatmg a 
char^ for provisioning network access to a first subscriber in a corrmmteaHon 
30 system in which a plurality of subscrtoers are able to obtain broadband access of 


varying Dandwkfth to a core networic using rmdtipfa isolated connections tetwe^ a 
piuraiity of Interconnected dlstrt>ution gatevv^ Mid tlw 
being affiHated witn a firet distribution gataway intamviectBd to at least one Q»mr 
distfibution gatemy such that a a)mbjned bfoadband access cepacia support 
5 the first distribution gateway and the at least one other dMiixjtiongafaN^ 

shared therebetween, me method oornprisini: lOBRloring and feoor^ng aoce» 
made to a direct isolated connection between the trsi distrtHjtion gaiau^ 
netwOTK by suDscrfDen omer man ine fkat auDscriber, ctwrging the fnt sutiscriber 
for leasing the direct isolated, and dto>un^ ttie diaiige for provlsiDning rwtwork 
10 access to the fkstsubscraMr based on eccass made to bandwidth supported by the 
direct isolated connection by suDscrtiers other than the tirst subscriber. 

Discounting may be subject to a recorded uliination of the dtnect isolated 
connection by subscrftiers ami/ar vimg be subject to meeting a piadelanryned 
15 utilisation of the direct isolated connection tiy the subscribers other than the first 
mbftcrttMW 

In genera%. the present invert advantageously overcomes bandwidth 
limitations othenwise imposed by isoialed xOSt linic QNovided cm a poinHo point 

20 basis to a home or office enviiDnment) 1^ slowing multiple neighboru^ 
communication links (e.g. xOSL Snks or other links, such as coax, ratSo or fibre) to 
be managed as a consolidated resource. A customer base supponed by the system 
of the present invention is therefore benefice able to make use of statistical 
muitipiexing of the individual point-to-point connections across the associated 

25 customer base, thereby to provide increased peak band\Mdth capacity to. for 
example, those households that fonn part of a virttal neighbourhood neVMTK 

With increased bandwidth being avaitabto to households, a sen^ica provider is able 
to (Sftorentiate service provisioning to indivklual homes on a cost basis. ¥«)ich may 
30 be based on Individual, group or access criteria to the enhanced bandwidth. The 
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servk» pnwkJer is thefBfbfB able to augrn*^ 
to trwse sutJSCf*>Bf's wish^ to talce advai«a9e 0^ 

atthough the service provkJer pieferably nkm^ ouwar^ a nanimwn level of 
service (ty piovi(fn9 a flfiiniiTH^ 

5 

VAfith tha abity of havifig access to rmilliplii. r»^^ 

communicaUon resources, the system of ttie pnaam ii»ei«on is able to bmfit 
trom acquirwl rMurnlaocy ttmt protects agoinal InK-lailure. Moreover, the 
accessDIity to multlpte routing paths Irom each home-gatoway provides a 
10 diagnostic pain in the evern of a cuMoiner'sxDSLHiriiifBih^ 

Exeniplaiy embodiments of the present invention visi now be described w»h 
reference to the accornpariying drawings, in which: 
15 FIG. l is a blocK diagram of a communication system architecture Booon^ 
a piBfened embodiment of the present invention; 

FIG. 2 is a block diagram of the communicallon system architecture of FIG. 1 
lilustiHtinQ dtfferent aspects of a prefsnod embodiment of the present 
invention; 

20 FIG. 3 is a router-based rrwdel to the preferred arnbodirnent of FIG. 1; 

FIG- 4 is a flow di^n^ oK a prefened bandwidth acqwsition process 
undertaKen by FIG. 1;and 

FIG. 5 illustrates a flow diagram of a chaining regime that may be emptoyed 
by a service provider in accordance with a pfsfwred embQdifner« of the 
25 present invention. 


pa^d Descriotion of a Prgfeffad gmfaodimem 

Resourtje-sharir^ Is a welWcnown concept In commanication networks, m the core 
network, for example, traffic from a number of disparMe customers inay be 
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the sum of the maximum bandwidtt) to lha conriBcM customers, in a iocaf area 
network (LAN), an ethemet nat¥Mrfc m«y hawa a large number of oonnacted 
computers which are able to share tNs reaowea, tta a awar . these pilor ait t^atems. 
5 as now be appreciated, have only conskteredttia use of multiplexed resou^ 
within a backbone netwonc SfKl upstream or a uatf Aeeaea Conoem^^ 
a remote Onfrastructure. e.9. excnange} locafion «4iere all asso c i a t e c l lines 
tsmiinata at a common tocafion- tn eontrast, the p w ie nt inveitton looto to an 
access distribution network to tie customer pr s mi iai, which access dlstf^jution 
10 network is a point-to-point network not apparerHy iandng itself to shar^ of any 
medium. 

Turning Id FiG. 1, there Is a btock diagram of a communication system aichitecUffa 
10 according to a preferred embodirrtent of the present invention. The 

15 cornmunication system 10 includes a network 12. suehae an IP netanrK^^ 

by a muRtpiicfty of sannceable locadons 14-^, e.g. household or offica 
environments. Access to the core neM^rk 12 is piovkied through a suitable 
ir^erface 30. such as an access rriuWpieKorha^^ng an a sso ci at e d bank of riKxterns 
32; the locatkm of nriodwns 32 is showff) to IM juoaposed to the access rTHJitiplexor, 

20 aRhough their loca^ is aitiitrary. Typks«y. communication O-a informal 
transfer) between network 12 and the muKpici^ of aervicaable tocations 14-28 
uses a broadband communication system, with the modems 32 (ass o cia t ed with the 
network 12) and hence modems ir^grated into gaiMf^ (or ttie ice) 34^ 
containing a corresponding modem functkm. Par exanp^, the prBferrBd 

25 embodiment of the present invention oonlemplatos that an xOSL communicatkin 
links will be used to support broadband data transfer between the network 12 and 
the vanous muitipficity of senrk»abie kicatkins 14-28. Access to ma core network 
12 may make use of a plurality of connecUon media, inchjding wireline (e-g. copper 
drops, cable, Qptk:ai fibres or radio frequency (RF) amvnunkvtkm resources 50- 
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64), wnh varying amounts of bandwidth Ct,e. dPemit bit pipes) provided by trie 
thase communicmion resources. 

The pniferrad embodimant of the present jnvantion contamplates that xOSt 
5 cornmunication is supported across tnecopfier pair cemi^ 
using xOSL protocols. 

Turning to me mtemai archftBctures or tfie h ou ae h oM or office enviranmef^ (ie. 
sannceabie locations 14-28), each wil include some farm of interface, as previoiis^ 

10 indicated, to akrt/ an access path to the access muMipiexar 3a Some of the 
household or office environments may have basic xDSL or relatively simple 
narrowband modems, but at least some of the ssrvioaable locations 14-28 ficfcjde a 
home^teways 68-72 that suppoits a high bandwidvi cohnactkm path to the core 
netwonc 12. The home-g^eway 68-72 is an intarfaoaMiat alows an in-housa (or in- 

15 ofik» LAN 74-78. as the case nnay be) to provide ssTMce to a pluraiity (but at least 
one) device within the house. For example, the home-galeway 68-72 provides 
access to communicsrtion bandwidth for use ^ computers, houstiiold systems 
(such as secuiHy systems and ei ectrfca l appliances), and HFis. m other words, 
each home-gateway integrates an access modem (e g. xDSt) and home- 

20 netwoTKing fundionafity to d^tribute mutiimedia and voice content to/fiom and 
between home terminals (e.g. PC, TV, teiephoma, aic). 

The LAN 74-78 may be an ethemet connection, but is prsfBrably an RF UAN 76. 
since the present invention prsfSBrably makes use ofthts rel^ety low power RF 
25 system; the reasons for tNs preference wi become dearlater. 

It vbrjA be understood that the detai of each servicealaie location in FlO. 1 has been 
omitted for the sake of dartty of the figure, alttraugh the general structural 
requirements of the system of the prsfBiTed embodiment are shown within vanous 
30 of the san/iceab<e locations l4-2a Each home-gateway 68-72 of the preferred 
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embodimerit therefore inciuOes control logic 80 and 9onm assocjatea memory 82. 
as wan as a trensceh/ar 84 that suppon* the RF LAN 76. As wK tie dascrit)ed later, 
the control logic is provisioned to provide prtoritorisa^. artiitretion and encryption 
functions. 

5 

Acooiding to the underlying invertive notion. bmnMm Mnnitations associated with 
Isolated (point-to-point} xPSL inKs are mitigated by slowing muHipiB nei^ibour^ 
xDSL links (orme HKe] to oe managed es a consoMaiBd resourca as m the 
tienefits of statistical multiplBxing across the aa wociaiid customer b9S6. Prefarably. 

10 a guararueed service level to any individual subscriber is not compromised by the 
ability of a home^iateway within the virtual neighbourtiood networK to maKe use of 
unused, un-assigned or unreserved bandwic^ capacity on sucn neighbouring, 
broadband poM-to-point connections to the access muKpiexor 30 (of the nrtworlc 
12). The present invention addresses the bandwidn Imitations of an ^dividual 

15 xDSl connactian to the home by exploiting novel interconnection capabH^s of 
multiple home-gateway devices and the local dIstrlKi&on of such devices in the 
neighbourhood. As previousiy eluded to. the preferred embodiment invention 
recognises (but is not limited to) the ifceiy use Frequency (RF) within a home 
distribution enyironment (e.g. an IEEE8Q2.11 LAN th^ provide ^aproximate^ 

20 iiiyibps}, artd the spwadic and statistical smai actual usage of the bandwidth of 
any individual DSL connection to a particuiar home. 

More specifically, the preferred embodimerU of the presertt invention makes use of 
the range of RF in-premises distrtHittoh, since such RF signals 86-88 typicaliy 

25 extend beyond the bounds of the subscribers premises and may Inducte multiple 
a(|jacent properties in the neighbourhood. This opens up the possibilty for the 
subscriber's home-gateway device to corrvnunicale wfth other gateway devicesi 
deployed in the nei^ibourhood and hence to gain access to unused communicatiori 
resources that are otherwise provi^ on a point-toixiirtt basis. The inter- 

30 communicating home-gateway devices therefiore form a virtual neighbourhood 
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network (VNN) 90 having an araa defined t)y the acx»s8 capabftitses of each home- 
oatevray. In other words, tf)e present invention uses this capability for a subsoibeCs 
home-gateway dynamically to utKse adcStionai (unused) bandwidth on netghbouring 
CtHjt isolated) DSU connections (or the «»). sucti that the subsoiber has access to 
5 increased bandwidth and can consequently experience a service <jualtt^ 
than mat supported by his own DSL line m isolation. 

AS wil now be undersiooQ, eacn home-gAewoy («^iich is simply an ervHo-end 
connection \o the access mOafimor 30 of the n^worK 12} can belong to m or 

10 more virtual naighbouinood netwofKs 90^ depending upon reach of. for example, 
it RF transceiver, and so each gattw^ may have access to diffenng numbers <^ 
pointHo-point communication resources. Aeons ta unused link capaei^ from 
gateways out of range of an indMduai premise via RF links couM be achieved 
through multiple hops via intennediate girteways. Furthermore, the virtual 

15 neighboumood netvivorks 90 may, in fact, be within a single buiding (such as a 
fectory facility) if multiple point*>point connectkms terminate at individual home- 
gatewi^s. 

Of course, in an RF LAN emnronment, the necessary home-gatew^ 
20 inteiconnectk)n mechanism is already in place, but the underlying inverni^ 

can clearly make use of direct wveiine connection (rafsrence numeral 92 of FIG. 1) 
between houses in a localised vkiinHy to beneSt from the concepts of the present 
invention. For example, neighbouring home-gatew«^ could be linked thou{^ 
category 5 cable. Alternatives also indude op^ inks or coax links, or use of a 
25 radio system dSTerent to that used fbr the home LAN. 

Local dKtiibution. as wtH be understood, may be provided when a n«work 
9ccess/sen/k« provider offiers a partteular service (requiring a particular form of 
device) in a given community, indeed, since sendee is uRtmateiy where revenue is 
30 generated by the netwonc ecoess/senAce providBr. the infrastructure msj/ be 


-16- 


provkjed at nominal cost with the abHity to maKe m9 of unused local channel 
resouira capabieies charged at a pfemium to a sutiscribing household (or business 
unit). In a comptementary sense, a subscrtber whose decgcated line fte. isolated 
communication resource) is access by third partis on a reQuiar basis, may be 
5 subject to a discourtted yne rental charge offered by the aenrice provider. Cleaily, 
the service providers records could be used to identify >whether and to 
a discount is warrartted. 

The network is further shoMi to contain access oontrei iogk: 10^ 

10 memory device 102) that cfropeivte with a oortsoMafion function 103 to ptovm 
routing control of downiinic data arid re^wsembly cQiM of upstream d 
communicated in the fomi of data pacKets. The aceass control logic instnicts the 
consolidation function 103 to dtrsct downrtieam irioimrtion pacKets to the dawa 
IhK to an end custoiner or to an indirect Hnk vm anoOier customer attached to the 

15 VNN according to congestion conditions, talcing into account any priority tr^ 
using the indirect inK for traffic ii^ended for the oM customer, in the upstream 
direction, traffic assod^ wSh a particular cuetomer arriving on either the cSrect 
link from that customer or on any indirect link is reassembted into one or more tra^ 
streams for access to the customer's one or more servk:e providers. The netwohc 

20 12 of Fia2 IS thus shown to interconnect to different servfces, indu<fing tfata 
repositories (or other networK service peripherate) 110, servers 114 and other 
communications networks, inckiding Puttte Swiched Telephome Networks 
(PSTNs) 114 and celular networks 116. in a pacKet based switch system, me 
routing and resolution functkHW would nomr»«y make use of addressing "1^^ 

25 associated with the packets. The data packets 104 generaSy indude a heacter 
containing control overhead, including for example, eddress informatkm. routing 
information and conventwnai coding infbrmatkxi, and a data portio. The access 
consoiklatbn functkm 103 may contain capa b i S t i es such as packet reordering, 
address translatwn. encryptton, decryptton and prtaritis8tk)n. In FIG.2 the access 

30 control togic and the access consoWatton function are shown as resklingckjw 


single access multjplexcsr. In a practical networtt iwpiementatlon the acc^ conifol 
logic and access consoWatk>n ftinction 

multipidxors and may also reside elsewhere, auch as ai the site of an mtemet 
Service Provider. 

5 

M regards encryption, it IS preferaWa m« traffic that passes 
of a different C^e. non-addre»sed) cystomar 'a enaypted and, In th* respect, 
algonthms based on, for example, the North Areorican D«a Encryption Standard 
{DBS) are readly available and can be appied to flie methodology of the pnasant 

10 irwerition. If required, encryption keys can be awhanged over the dire^ 
can. of course, be regamed as secure. Data trmmlHiona betM«en endi>^ 
therefore be subject to encryption in drcuilous romes (via mtannedi^ home- 
gateways) whSst being in non-enoypiBd fbrni for a aimuteneous dired point-te- 
point connection betiween a specific nome-giMBway and the remote core netwoiH 

15 12. 

Referring briefly to FIG. 2. roB-out and migration of the present invention Is 
ilustfated within the communication ^stem 10 of FIG. i. The network 12 of FIG. 2 
is also shown to interconnect to different sendees, Including data r^oalories (or 
20 other networK service periphertfs) 110, servers 112 (which may act as charge 
centre for billing purposes) and other communicatton networks, incanfing public 
switched telephome netwofte (PSTNs) 1 1 4 and artlutor networi« 116. 

As regards migration of the concepts of the present invention into me optical 
26 domain, FIG. 2 contemplates an enhanced system In which a particular VNN 120 
has been assessed as generally supporting high bandwidth commi«caiiorw. 
Consequently, a decision has been made by the system operator to employ an 
optical fibre oetween me access mull^)le)cor 30 and a curbside cabinet 124 or the 
yke. The curoside cabinet 124 indudes some fonn of opticai-io-eiectrteal converter 
30 (such as an add-drop multiplexor, ADM, 126) that Is coupled to RF transceiver 
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circuitry 128 that, typical^, is in Bne-of-sigbtfteach of the home^ateway devices 44- 
48. ConsequarWy. the home-gateway devices 44-48 can communicato wfth the 
curt>side c^m\ 1 24 to ouain access to the communication resources of the optical 
fibre 122. FIQ. 2 therefore fflustrates how the inventive concept of the present 
5 invention is scalea&ie and can support high system penetration and hence a 
graceful deployment of fiPre in the localioop as needs justify. Of coase, the BF 
transcetvsr could he substituted lior im aJtemative tansceiver, such as 'fifta-red. 
coax or tne nee. 

10 In relation to the securing of bandwidth on neighbouring poW-H^int 
communication resources, the control logic of eaeh home^ataway wishing to 
acquiiB additional cap«% negotiates with a neighbouring gateway over, usually, a 
dedicated control channel, with acc^ control logic generaly ^ip^axed of any 
arbitrated decision; this appraisal could, of course, be implied tqr a packet 

15 origination identity within the header of the data paciMt 106. To ensue thai physic 
layer access cannot be acquirsd by remote (non-<iriginating) homeij^eways, ft is 
prBl&rreo that aN communication between the originftting home gateway and the 
network 12 be suitably encrypted using techr«ques readily appreciated by the 
skilled addressee. Consequently, any intermediate node used as an access pipe 

20 essentially ads as a router, as shown in FIG. 3, and does not interpfat end-to-»nd 
communicatkMTs but merely fawardsmn^s packets to an kidtaated destination. 
Putting this a slightly different way. a practical reafisatfan of a preferred embo<«menl 
of the present invention employs end-to-end encfjption between the orig»iating 
home-gateway devtoe and at least the line term&iating equipment fi e. the access 

26 multiplexor 30) hosting the xDSL modems (and posauy encryptwn to the sarvfca 
provider). Such encryption would eliminate any possfcWy for the user <^ a 
"stepping-stone* home^teway accessing another customer's data et any layer ini 
the stack. Th'is is quits distinct from home-network encryption that woi*J, in ar^- 
event, be required on RF links in the home environment between the gstteway andl 

30 tenntnai devices. 
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Accofxjing to prefdnnsd emDodinfMfits of the presant invention, sharing of resottfces 
might he imptamented in a numher of dpaient ways. For example, by way of sther 
a transparent model unoer networic operator control or through a visible model, 
5 such as a netghbourhood dub. 

As fBgards the transparam model, the network oparw may oflier servioe to each 
subscriber with a guaranteed level ^ servioe and service charactedstics. A 
subscrftier might, however, pay ahii^oraddttonaitaftirtoben^liromtheiocai 

10 stat^ticaSy managed resource (though the subscnber may not be made aware of 
the datalis of now his extra bandwidth is provided and the subscriber may be paying 
to benefit from 'higher bandwidth when avalable'}. Hie network operator manages 
the VNN of isolated xOSU ihes as e consolidated leeource to delKrer ine imprDvad 
service level when available, wNlst never comp r o m ising the minimum level of 

15 service for any in(fividuaisubscrtber. 

In the visible model, a group of neighbouni agree to benefit colectiveiy from such a 
service offered by their sennce provider, and they subscrtw for the service at aiii 
increased tariff . 

20 

To support the guarameed minimum level of service to each customer, the home- 
gateway device has incorporated wHhin its control logic 80 a priontisation functiori 
that ensures pnorKy for traffic origind6ng or temiinating on its own tenrwiai devices. 
Of course, it would be possible to always reserve some bandwidth, but it iis 
25 preferred that intra-VNN control and arbitration be ecuoned to maximise the static 
benefit obtainable from the present invention^ henoe bandwidth alocation is tml]^ 
dynamjc 


30 


FIGs. 4 and 5 are based on a connecSon-oiientM model where a communication 
event is treated as a single call for artMtratton and biing purposes. An aftentatlve 
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coonectioniess model is also possible wnsre amotion and mng am perfbrmed on 
a packet-Oy-packei basis. 

NA/ith me process of FIG. 4, connection of the home gateways over isolated 
5 connections 200 amd interconnection 202 of the ^Hmm^s to fonn a virtual 
neighbourhood netwonc can be assumed to have been completed at system 
deployment or upon subscriber equipmem punohasitMpgrade. Esser^ialy, at 204, 
the system remains In a loop umt communicalion GapK% is m^jested 206. An 
assessment is then made as to whether a leaMd ink (i.e. a dbsct ^liated 

10 connection between the netwo(1( and tie gam/a^) is operationai 208 and in Oie 
afTimialive 210 a decision is then made as to whether extra bandwidth is 
avaiabteyrequired 212. Should eidni bandv^ be availabie thiough indirect 
isolated HVks associated w^ interconnected home-giriBw^ys, the Marconnectea 
gateways undertalte arbitration 214 to d^amwne linK capacity, where^ler the 

15 control logic 80 in the appropriate home-gatew^ encrypts 216 data packets or the 
fike. Communica&on 218 >Mth the network is then able to occur. At some point, a 
decision is made as to whether the broadband cal is complete 220 and in the 
negative 222 the process loops back to determine whether, effiective^, adddkinai 
communicatkm capacity is rec^ured and sub seq u e n ny whether ^ich addttion^ 

20 communica^ capacity/bandwKith is availabto. if the decis«n firom block 222 
indk:ates that the broadband cal is comply (le. ttw affirmative roi^ 224), the 
communication r^ources to ttie netMMfk 1 2 are rweased, and the process resets. 

Should the direct point-to-pomt connectkm fail (path 23& from dectskm btock 208). 
25 the process skips to the step of arbitration 214. 

As regards FIG.5 this shows one possible bitting ragima. A server rnonitorswfiethet- 
eonnectk>ns to the core network 12 have been established 2S0. Once a 
caa/connection is set up, a biting centre (e.g. server 112 of FIG. 2) d^emUneat 
30 Whether muitipie core4o-distribu6on gateway paths are used 252. In the affirmativtt 
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254. a determination 256 of utifised bandwidth is undwtaken, othenwise fkw 
proceeds 260 to monilDrtng connection duration 262 (\»>hich in any «/«m mo«/s the 
detannination of tjandwidth). TTw tm\Q centre, in caN. looKs for release 264 of 
resources and then calculates 266 charges on a dynamically vaiying bandwdth 
5 basis. The process looks for connection termination 268 and, in the negative, 
continues to monitor 262 utised bandwidth, otherwise the sender records 270 a 
charQd ready for subsequent invoicing to the subsGfMUser at a later date. 

In summary, the present invention tharefor© a*w«ageously addresses the 

10 bandwidth Srnit^ions of an individual )«DSL oonnaci^ 

novel mter-^wme networteig capabilities of a homeiiateway device and the local 
distribution of such devk»s in the neighbourhood. TI» Key concept Is the exte^ 
or the expioltatkKi of stattstlcat muMpiffidng and sharlna of « t»ndM^ 
the way to me customer premises, even where these ana connected by isomd 

15 copper pairs (or the ma). TWs invention effective^ slows a grouping of individua} 
isolated access lines into a consolidated resource that me operator (or nome- 
gataway) can manage statistically to deliver optimum senrice to subscribers. 

Consequently, deployment of the present invention is able to mitigate the practical 
20 deployment rirtt^ions of xDSU bandwidth otherwise requirBd to case loop 
qualification. deploym«« and provisioning effort Tharefiom, in a VNN envirorw»nt 
of three premises, each of whom have an AOSU Snk supporting 1.6Mbps 
downstream md 256kOps i^jslream, these customers can ullise up to a peak of 
4.5MDps downstream and 768Kbps i^wtraam. 

25 

The abili^ to provide the gateways of the prefarrsd embocfiment with increased 
acqLHsitkm of locaHy avalable bandwidth tfwough a statistical mu»iplex«g of 
secondary poinl^o-point (xDSL or siflrtilato broadband connection 
through the supply of decficated (pra-configursd) devices having the necessary 
30 control logk: and interface fiinctkjnaiiy. Of course, the present invention cai be 
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supported by application software, provided the necessary inftastruchjre 
connections between local gateways the virtual neighpourhood f^etworlc are 
availaPie. Consequently, the application software could be downloaded over the 
neiworlc On the tbrnri of encoded elsctricaVopticai Irnpuises or the 
5 of a computer program product, such as a DVD, a CO-ROM or the lika. 

It wis, of course, be appreciated that me above deaofption has been given by way 
of axampie only and that modifications in detai rniqr be inade wrniin tne scope or 
the present invention. For example, the underlying inventive concept Is appBc^>ie to 

10 a multitude of readily appreciated connection rnedto beiMeen the home-gatew^ 
and either the exchange/base station trarisceiver or any interconnect 
point (e.g. a curbside unit or cabinet). Therefore, it wi be undert^ood th^ the 
preferred embodiment has mersty ulised a wirsfne (copper-drop) connection 
scheme for the sake of explanalion only. Furthennore, whilst the pnBfSsrrad 

15 embodiment of the present invention contemplates that gateway interconnection 
within the virtual neighbourtiood n^wvodc of ttM present invention is based on an 
extension of an RF LAN, it wi deany be understood that direct physical forms ol' 
connection between gateways could undertaken. Indeed, in housing deveiopinents, 
such direct house^o-house connectkyts house^iased LANs may be easy to install, 

20 significantly cheaper and more desrable (in view of a prevalent RF interferBnce 
environment) than an attemaUve RF system. As regards the commur^catiori 
protocol used, digital subscriber line (xPSL) technology is only one such exemptar^r 
form of communicatkm mechanism that may be deployed within the scope of tNi 
present invention, since other communicatiQn techniques (apparent to the skiiieci 

25 addressee) may benefit finom concept of a vimai neighbourrKwd neiwortt 
architecture as expounded in dotal above. 

Although the present invention hes been described in relation to an in-house LAN- 
type environment supporting a plurality of units, sharing of access resources in 
30 accordance with the present invention is clears appi cah l e to a home-gateway thait 
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mereiy supports a stngte dataAtfbnnation applianoB, such as a direct coupled 
computer. Furtnefmore, tne present invention can bm employed to aiow gateways 
that, perhaps, do not have direct access to either a suitabte modem or dedicated 
point connection to the networK 12 to partictpate wmn the VNN, and hence to 
benefit from shared resources. 


Wtociarn: 
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Qjaims 

1. A communication system compiteins a core network coupled over 
isolated connections to a piuraSty of cfietribution gaMways each providino oMworfc 
access capacity to loca] data devices serviceable thereby, at least some of the 

6 plura^y of distribution gateways jnterconnectad through communication resources 
and vt^rein said imerconnected distrt>ution gatew^ ea^ 

control functionality arranged to administer acoass to the core network 
through securing netwoilc access cepacia using the interconnected dtetrSwllon 
gateways via at least one of the muMpie isolated connections. 

10 

2. The communication a^stem of daim i. wherein the cor^rol fuoctionalfty 
operates according to at least one of: 

a bandwidth-driven requfaBment; ar)d 

a fautt-driven basis to secure access to the core network. 

15 

3. The communication j^stem of daim 1. >««ierein me control tiinctionality 
includes a pnontorisation function that secures a guarantied mrumum bandwklth 
tefcommunieation with the core nrtwork for ass octa t sd data equipment. 

20 4. The cornmunication system of claim 1, wherein at least sortie of the isolatedi 
connections are point-to-point connections supportir^ digital suDsatJer }ins> 
communications. 

5. The communication system of daim 1. wherein each distrfcution gateways 
25 includes rrieans for encrypting corwTwnjcationsbeJween an ass^ 

and the core netwonc, thereby to protect access to communications routed via am 
iraermediate distribution gateway to the core network. 
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6. The communication system of claim i, fudhsr corr^yfsing an intermdcOato 
nodd coupted to the core network via an optical fibre, tha intamwdiata noda 
indutSns: 

an optical transceiver for converting opticai oommunicationa Mto eiecttlcal 
5 impulses; and 

a transceiver coupled to a plurality of distnbution poir^, whara&y the pkjralit)r 
cf distnt)ution points acquiTB accaea to lha core neliMric via tha optical fibre. 

7. The oornnTunication System of cWml.wtiarBiBfiaoQrtyTwnicati^ 

10 interconnectino said distritxition gataiMys induda at least one of RF charmal 
resources, optical connections and wireline conneciiana. 

8. The communication system of claim 1, fUrtfier comprising a tiHSnQ centre* 
coupled to the core netvMik, the tsiiiing cer^ oonfigurBd to generate and necordl 

15 varying levels of charges for access to the oora necwofK in response to use by a 
distribution gateway of direct and indiiect paths botweon me distribution gateway' 
and the core nstworK 

9. A vtftuai neighbourhood network comprising a pturaiity of Intercarmecteol 
20 distribution gateways each providing network access capacity to assodatad data 

equipment via a combined communica^ resource, at least 9om of the phjrB% «r 
interconnected distribution gateways coupled, in use, » a core network through an 
isolated connection and wherein each of sakl interconnecled distribution gatawaysi 
has: 

25 control functionality arranged to administer bioadb^ access to tha core* 

network through securing a share of the cornbinad oommunicalkm resource. 

10. The virtual netghbouitiood network of cWm 9, wherein the control 
lunctionalfty provides a routing function for broadband communic^ions between & 

30 pluraMy of interconnected distribution gateways. 
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11. The virtual neighbourtioocl networic of ctakm 9, wherain the control 
furK^tior^ operates according to at least one of: 

a bandvMdIh-driven reqiiremam; arKl 
5 a f3u)t-driven basis to secure access to the core network. 

12. The virtual neighboumood networfc of daim 9. vHtierein the control 
functiortaHy bickjdes a prioitor»ation luncHon mat seouras a euarantsad mtnimum 
bandwidth for communication wih the core networtt for one of an a ssoci ate d data 

10 device and a local area networK (LAN). 

13. The virtual neight>ourhood netwodc of cWm S, wherein the Isol^ed 
connections are potnt-to-point connec^ons supporting digital sub8crft>er ine 

communications. 

15 

14. The virtual neighboumood network of daim 9, vi4wrein each distnbutior^ 
gateway inckKies means for encrypting communications between the core network 
and at least one of an associated LAN and an associated data device, thereby to 
proted access to cornmunications routed via an intemiedMe distributkin gateway to 

20 the core networK 

15. The virtual neighbourhood netwonc of daim 9, further comprising an 
intermediats node coupled to the ooia network via an ^tical fibre, the intermecSate 
node incfcHSng: 

25 an optical transceiver for converting optical oommunicaiions into electrlcai 

impulses; and 

a transceiver coupled to a plurality of distributian pomts, whereby the plurali^ 
of distrioution points acquire access to the core network via the optical fibre. 
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16. The virtual neight>oumood netviKHlc of daim 9, whSfBin the communicatton 
iBsowces interconnecting said distribution gateways kK*4de at least one of RF 
channel resources, optical connections and >MrBiine oonnections. 

5 17. The virtual nejghtjourhood netxwk of claim 9. further compnslrig a b»ng 
centre coupled to the core neMorK, the biling centre oonfigurBd to generate and 
record varying levels of charges for access to the oai» netM^ in responaa to use 
lay 9 distribution gateway sf tSeoeH and indirect pettis behvm the distrdau^ 
gateway and the core network. 

10 

18. A method of providing bnaadband access to a core network coupled over 
rmiltipie isolated connections to a plurMlty of dwlribtfion gateways each providing 
network access capacity to associated data equipfnam, the iTiethod corn^^ 

interconneceng at least some of the pluratty of distrtoution to provtoe 
1 5 communicalion paths therebetween; and 

administering access to the core network for one ol said Interconnected 
gateways through securing network access capacity using at least one of the 
multipie isolated connections lndir»ctiy accasslste to said one of said 
interconnected gateways via an intermediato gaMfwi^. 

20 

19. The method of providing broadband access according to daim 18. the 
method further comprising: 

securing a guaranteed minimum bandwidtfi for communicalion between the 
core network and associated *aa ©quipmem of at iaart some of the gateways. 

25 

20. The method of providing broadband access according to claim 18. wher^ 
the isolated connections are poim^o-poirt conriections supporting 

line communicattons. 
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21, Trie memod of provkjing bro»Jband access according to daim 18. the 
method further comprisina: 

selectiveiy ertcrypting cominunications t>etM8en each LAN arn] the core 
networK, tneretv to protect access to communiartians routed via an jntermedtete 
5 dtstritxition gateway 10 the cor© network 

22. The method of providing broadband acoass according to da»n 18. the 
cornrmjnicatisin r«sowco5 lntereonnectir>9 said di»^^ 

one of RF Channel resources, optical connections and >wrBtine connection 

10 

23- "me mrthod of providing t>nDadband access aocorcSng to dnrn 18, the 
method further comprising: 

generate a varying ievel of subscrt>ar charge for access to the core 
network in response to use by a disWbulion grteway of direct and IndiBct paths 
15 betvi«en the dte*r»)utiongate^May and the core nrtwoilc 

24. A home-gateway provi<fing nrtwoifc access, in use, to at least one of an 
associated local area network and an assoctatod data device, the (fistrtoution poW; 
connectabie. in use. at least one other home-gatow^ having access to a core' 

20 network via a first isolated connectk)n, the home-gataMfay comprising: 

control functwnalty arranged to administar access to the core neiwortc 
through securing network access capacity through the first isolated connection. 

25. The home-gateway of daim 24, further connectabie. m use. to the core> 
26 nB^work through a second isolated connectfen and wherein the control fu^^ 

is further arranged to administar access to the core network through securing 
network access capacity through the first isolated connection and the second 
isolated connection. 
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26. The home-gateway of daim 24, ^wherein the control functionality operates 
according to at least one of: 

a t>an{}width-4riven requirement; ano 

a feuR-driven tiasls to secure access to the core network. 

5 

27. The home^taway of claim 24, wheiein the controi functionality hdudes a 
priorttorisation function that secures a guvrnteed minimum bandwidth tor 
communication with the cof networtc for said at I— one of its a s a ocidla d kxad 
area natwodc and the associated data device. 

10 

28. The home^teway of daim 24, wherein at least some of the isolated 
connections are point-toix>int connections supporting Oigital sut>8crlDer line 
communicdtions. 

15 29. The horT»-gateway of daim 24. further induding means for encrypting 
communications r>etween said at least one of the assodated LAN and said 
associated data device and the core networK meretv to protect access to 
eornmunications routed via said other horrw gattwi^ tt) the core natworfc. 

20 30. The home^teway of daim 24. wherein the home gateway includes am RF 
transceiver to provide both connecevity to said at least one of the assodated LAN 
and said associated data device and inteit»nneceon to said other home gaiew^ 

31. A computer pn3gram product for a home-gateway that controls broadband 
25 connection to a core network over isolated communication resources, the eomputef 
program produd comprising: 

code that amitrates interconnection of the home-gateway with at least one 
further home-gstteway connectaWe to the core netwoiK and 

code that directs the home gateway to adminisier access to the core networit 
30 for the homo gateway through securing a share in networit access capat% 
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pnovKJed by the jsoiatect communication resources sssociatBd with both the home- 
gateway and ttie at least one further home-gateway; 

wherein the codes reside m a computer readable medlLim. 

5 32. The computerprogram product of claim 31, lurther comprising: 

code that secures a guaranteed minimum bandwidth for communic^i 
between the core network and a data communication device couplad to the home- 
gataway. 

10 33. The computer program product of daim 31, wherein at least some of thei 
isolated communication resources are point^o-point connections supporting (Sgm 
subscriber line communications. 

34. Thecornputerprogramproa4Ctofciaim31,fuitiierconf)pr^sing: 
15 code that encrypts cormiunications between data communicationi 

equipment, associated with the home-gateway, and the core netwohc. thereby to 
protect access to communications routed via the at least one further home-gateway 
to the core network. 

20 35. The computer program product of daim 31, communication resources 
interconnecting said home-gateways indude at least one of RF channel resources, 
optical connectior^ and wireline connections. 

36. A mettiod of ger>eratir^ a charge again^ a subacrftier obtaming bmacftjavli 
25 access to a core netwom tttrough isoimed connections between a phiraity of' 
interconnected distribution gatt¥Mys each supporting data equipment, the 
subscriber being affSiated with a particular diatribUion gateway, and wherein the 

rnti^wd comprises: 

generating a varying level of subscriber charge for broadband access to the 
30 core netwodt \n response to use tsf the subscri)er of direct and incSrect isolated 
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connections between their associated distribution gateway and me coo networtc; 
and 

recoramg the varying levei of charge in a database for subsequent biing 
purposes. 

5 

37. The method of geneiating a charge accortinfl to ciaim 36, wher^ the 
isolated connections are point-to-point connectione supporting digital subscnber line 
communications. 

10 38. The method of generating a charge aoconing to daim 36. wherein the 
varying level of subscriber chanje is bandwidth-demand dependent 

39 A computer program product generating a charge against a subscriber 

obtaining broadband access to a cor© network thnus^ isolated conr»ctions 
15 between a plurality of interconnected distribution gateways able to support d^ 

communication devices, the subscriber being affiiisaed with a pafticulw disititoution 

gateway, the computer program product comprising: 

code that generates a varying level of subscriber charge for bfoa(ft}and 

access to the core networic in response to use by the subscriber of diract and 
20 indirect isolated connections between their ass o c i a t ed distribution gatew^ and the 

core networiq and 

code that records the varying level of charge k\ a database for subsequent 
bHIing purposes; 

wherein the codes reside in a computer readable medium. 

25 

40. N«twori< control equipment responsive to mutipie isolated connecttw^ to a 
piurality erf home-gateways each providing networtc access capacity to data 
devices serviceable thereby, at least some of the piurality o( hom^iteways 
interconnected through communication resouroas and n^ierein sad interconnected 
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hofTte-gateways each secure ne^M)rk access via muitiple isolated connections, the 
netwofK control equipment comprising: 

a consolidation function arranged to cSrect doMistream information packets 
to a data device associated \Mlh a first home-gateway via t>oth a diiBCt isoiated 
5 connection and an indirect direct isolated connection via a second home-gateway. 

41. Network control equipment according to cieim 40, >vhefBtn the consolidation 
function » operabte having regard to congestion condibone on trw mutt^ isoiated 

10 

42. NetworK control equipment according to daim 40. wherein the consolidation 
function is operat>ie having regard to priority HaNic using the indirect isolated 
connection. 

15 43. A rnethod of cornmunicating data pacicets tselvMen a networic that is coupled 
to a pluraiity of distribution gateways through muitiplB isolated connections, eac^ of 
the plurality of distntxition gateways providing netwQilc access capa^ 
devices serviceatils thereby. ^ least some of me pMaRy of distribution ^sways 
interconnected through comrmmication resources and wherein said int^connected 

20 distfit>ution gateways secure networic access via multiple isolated connections, the 
method comprising: 

sending data packets k}etwBen a d^ device, associated wWi a first 
distribution gateway, and tne n^wonc in an un-encrypted fonn across e d^ 
isolated connection e)cisting tMtween the network and the distrftjution gateway: and 

25 sending encrypted data pack^ tietween the d^ d6vk» and the network 

across an indirect isoiated connectK>n existing twtween the network and a second 
distritxjtion gateway interconnected to the first dMiiiutkm gateway. 


30 


44. A method of generating a charge for proviskirting networti access to a first 
subscritier in a communicaticn system in which a piufality of suoscrtbers are able to 
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o&tain broadband access of varying bandwidth 10 a core network using multiple 
Iscxated connections between a pkirality of interconnected distrSsution gateways 
and the n^work, the first subscriber being affiMated with a first distrtxi^ gateway 
interconnected to at least one other diatr«HJtion gateway such that a combined 
5 broadband access capacity supporttd by the first distftoiition gateway and the at 
least one other distribution gateway can be sharad therabetween. the method 
eomprfsing: 

monltodng and recording access mads to a direct isolated oonnection 
between the first distribution gateway and the nirtwoik by subscribers other than the 
10 first subscriber: 

charging the first subscri>er for leasing the direct isolated; and 
(Sscounting the charge for provisioning netwoHc access to the first » 
based on access to bandwidth supported ttw direct isolated connection by' 
subscribers other than the first subscriber. 

15 

45. TDe method of claim 44. wherein the discourning is sut^ to a reooidetil 
utilsmton of the direct isolatBd connection by subscrtoers. 


20 


46. The method of claim 44, wherein the discounting is sut^ to meeting & 
predetermined utilisation of the direct isolated connection by the subscribers other 
than the first subscriber. 
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COMMUNiCATION SYSTEM Ai«CNfTECTURE 
AND OPERATING IIETHOCXNUSY 
PROVIDING A VIRTUAL NEIGHBOURHOOD NETWORK 

5 At^ffactqfthQPjscjosurB 

A oommunicatiQn systam (10) supporti the provisjon of a pluralfty of dedicatad 
communication resource (50-64). such as ooppar diopa. RF finks and optical 
fibres, to dedicated home-gatew^ devicaa (44-4^ or di^ribution points (124). Tfm 
communication resources (50^) support broadband intefconnection (104) 

10 between the dedicated nome-Qateway davicas (44^ or distribution p«ms (124) 
and an acc^ muttiplexor (30) in a network (12). Each gateway davica (4448) or 
distribution point (124) generaity includes a tocai RF transcaivar (84) and 
associatad control logic (80-82) that allows tooal oomreunication (86) batawaen 
g^eway davicas (4448) and hence statistical muttpiaxBd access (60-64. 89) to 

15 inultiple comrnunicatjon rasoufcas. thereby providinQ increased bandwidth w 

and/br downlinK directions. With the control logic (80) operable to provkto a routing 
and prioritisation/arbitration function, each gateway (44-48) is able to selectivaiy 
engage use of suf^emental. non-reserved communication resources uauaRy 
associatad with a dedicated ono-to-one oonnadion between tr» access nmworlc 

20 (12) and at least one secondary gateway. Physicai layar access to ir^omfia^ 
routed via a secondary gateway within a virtual neighbourhood network (90^) 
comprising several gateways is restricted thnaugh an end-to«nd encryption 
algarithm between an originating gateway and. at least, the access multilpexor (30). 
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